


Introduction

The diversity and mass of data accumulated within
an organization can introduce complexities when it
comes to handling incidents, running investigations,
and preparing for any legal process. Time is a critical
factor, and extended timescales drive cost upwards
and could impact the success of legal proceedings or
investigation outcomes.

Understanding the data landscape and being able

to estimate timeframes and execute on appropriate
collections is a key requirement across legal, technology
and security business lines. Learning on the job is

not an option, as mistakes could render key evidence
inadmissible, and strong legal cases to become
fractured. Additionally, mistakes could sadly lead to
individuals’ careers becoming tainted.

This paper talks through the key aspects of being
prepared, and factors that should be considered for an
organization to become effective in the face of incident
response and court requirements.

Learning on the job is not

an option, as mistakes

could render key evidence
inadmissible, and strong legal
cases to become fractured.
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Terminology

As in most technology-related environments, acronyms
and complex sounding terms impact this area. In this
document ‘data collection’, or simply ‘collection’ will be
used to represent eDiscovery and Forensics collection
requirements, to avoid repeating ‘eDiscovery or Forensics’.
In addition, where eDiscovery or Forensics is mentioned on
its own, it incorporates all relative elements below, unless
otherwise stated. The below provides a quick summary of
primary terms:

Forensic Collection

A data collection process that ensures the data collected is
evidentially sound. Certain principles and processes need
to be followed to ensure this is the case. An example would
be in ensuring the data collected has not been changed

in any way by using a write-blocker and collecting all data
from a drive at the bit-level, as opposed to at the file level.
The resulting data can be termed Digital Evidence, or
Electronic Evidence. Failures in proper Forensic Collection
can lead to that evidence being rejected, and court cases
have been thrown out due to these mistakes.

Forensic Investigation/Analysis

The process of analysing Digital Evidence to establish a
who-what-when-where-why-how from the facts that are
available within the Digital Evidence. It is important to note
that this process is fact-based, and the identified facts
could prove innocence or guilt. This process must be
repeatable and therefore requires clear audit trails of actions
performed. To investigate the data requires speciality
software, a certain skill and mind set in order to piece
together information and formulate the result.

eDiscovery Collection

The electronic equivalent of discovery, where all necessary
information pertinent to a particular matter are collected.

It is important to note that the eDiscovery end-to-end
requirements are much more detailed (see the Electronic
Discovery Reference Model). The next two terminology
references will explain two important elements that need to
be understood and actioned prior to any collection activity.
Important to note, is that eDiscovery Collection does not
necessarily need to follow the same evidentially sound
processes as Forensic collection, for example a file-based
copy may be appropriate.

eDiscovery ldentification

Simply put, it is knowing where all possible sources of
electronic information are stored across the myriad of
assets that exist in an organisation, relative to the case

in question. It is critical that organisations know where all
data resides and the types of data held, so that when the
eDiscovery Identification kicks off, the locations can be
quickly located.

eDiscovery Preservation

As most technologists know, data is volatile. As an
example, emails are received, reviewed and ultimately
either archived or deleted by the user. However, it is not
always user-generated data that could be in scope, but
also log files which are at risk of being overwritten due

to storage limitation or retention criteria. It is important

for organisations to understand the exact preservation
timeframe and needs, to ensure that important information
is not scrubbed and therefore not available for the legal
proceedings. Preservation can include (as a simple
example) sandboxing users’ inboxes (duplicating), such that
emails are always preserved irrespective of the users (or
automated) actions.
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Initiating Collection

Forensic initiation is perhaps an easier process than that
of eDiscovery, but the initiation ‘mandate’ could be from
different business units. A fraud investigation collection
may be triggered by Audit; an employee leaving under
a cloud may be triggered by Human Resources; a data
breach may have Security initiating Forensic collections.
Clear authority and approval workflows could be
established to ensure that such activity is controlled. It
is important that the Forensic experts assist and guide
any request, and it is always worth remembering that
Forensic work does impose resource commitments.

eDiscovery initiation becomes a little more complex,
as actions need to be performed before the actual
collection. It is important to ensure that a process
exists that triggers the identification process and
following that the preservation requirements that need
to be instigated. The more foundation work that has
been performed, the easier this is to execute on.
Organisations with experience of eDiscovery automate
as much as possible, with applicable technology
solutions deployed within the infrastructure. An
example of this, is where each employees’ laptop has
an eDiscovery agent embedded, such that should a
collection be required, it can be triggered remotely
without the need for personnel to attend in-person.

Employee Considerations

To enable an efficient process, it should be noted that
responsibilities are documented and supported by at the
Executive level. Whilst a difficult area to address, seniority
cannot trump collection requirements, and it is important
to empower the teams performing the necessary
actions, such that they do not feel intimidated by those
more senior in the organisation. Unfortunate as it is to
discuss, there are people who strongly object to their
company assets being collected and will frequently cite
critical business requirements as an excuse. Likewise,
there may be genuine business concerns surrounding
the timing of collections — this could be timetabled

to limit disruption for eDiscovery, but for Forensic
collection it is imperative that collection happens at the
allocated time, which may be without prior notification.
Physical security may have to provide support, and

an ‘executive mandate’, or similar document could

be issued to the party executing the collection.

Chain of Custody

Maintaining records of physical asset handling during
collections is essential, and these records should be
treated in the same manner as the collected data itself.
Forensic requirements require a more rigorous process
than eDiscovery and therefore some key fields should
be considered mandatory. The following are some
essential and recommended fields to maintain.

Name and Details of Asset Owner essential
At the least the user’s full name, and then email address and
contact numbers, and if appropriate their office location.

Data and Time of Collection essential

This could be called a “Date-Time-Group”, and consistency
for this field is recommended. A quick example may be
YYYYMMDD@HHMMUTCzone, 20220620@1402UTC+10
(20th June 2022 at 14:02 in the +10 time zone). It's
recommended to always use 24Hrs, and the time zone can
be important where international collections are taking place.

Asset Make, Model and Serial Number essential
It is important to match the asset to the asset owner.

Party Receiving the Asset essential
The name, email and contact numbers of
the person receiving the asset.

Location of Asset Transfer

eDiscovery optional, Forensics essential
Where the device was collected, this may because
the asset owner was called to a particular meeting
room to hand over a physical device.

Signatures eDiscovery optional, Forensics essential
The asset owner and the party receiving the
asset need to print and sign their names.

Provision of a Copy

eDiscovery optional, Forensics essential

To avoid challenges to the Chain of Custody, a
copy of the form is left with the asset owner (this
may be a form completed in duplicate).

Record the Asset’s Return

eDiscovery optional, Forensics essential

A returned asset should have the date and time of return, and a
further signature from both parties, on the duplicate forms. One
form is for the asset owner, the other for the collection process.
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Data Collection

The collection of the data from the variety of sources is
beyond the scope of this document, but below are some
basic considerations, relative to some simple data sources.

Email Accounts

Directly from the server, and from users’ endpoints, as emails
may have been removed from the server, but maintained locally.

User Laptop

Forensic collection may require the drive to be removed, and a
write-blocker to be used to ensure that no data is written to the
device during collection. Important to record the BIOS date-
time stamp, to ensure that chronologies can be ascertained as
accurately as possible. Important to record the serial number of
the hard disk, and the serial of the chassis it originated from.

Log Files

Checksums can be used to help prove the integrity of the
files collected. Additionally, segmentation of duties can work
well here: the team who requests access to the data, is not
the team who collects the data. That way, the team collecting
the data (administrators using checksums) do not know the
background for the collection, and the team who needs the
data (investigators) can demonstrate that they had no way to
manipulate the data through direct access to the source.

Mobile Devices

In the world of BYO devices, the lines have blurred
between work and personal communications. Staff may
utilise their personal devices to conduct communications
regarding work outside of work tools, such as WhatsApp
or SMS. A forensic expert can perform an extraction

of a mobile device and can act as an intermediary to
ensure that personal information is kept personal.

Document Management Systems

A review of systems will need to be performed to ensure

that the current DMS system, at the time of the incident, is
identified. This may not be the most recent system and the
required data may not have been migrated to the new system.

Summary

Forensic and eDiscovery collections can be complex,
expensive and time consuming if the proper preparation
has not been done and the correct skills-sets are not
involved. It is highly recommended that the groundwork is
prepared ready for any requirements that need responding
to, investigating, or preparing for Court. Consultations,
practice sessions, and training are all elements that
specialist companies can help with to offset the expense
of keeping a dedicated resource in-house, whilst ensuring
that organisations are ready when the time comes.
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